SCIENCE & TECHNOLOGY TRENDS

Trends and Issues in Research on Context Awareness
Technologies for a Ubiquitous Network Society

1 Introduction

The coming years may see the creation of the
environment referred to as a “ubiquitous network
society” or “ubiquitous information society,” in
which an inconspicuous system of computers
provides diverse types of information to users
in various everyday surroundings. The u-Japan
Strategy, which is being promoted under the
leadership of Japan’s Ministry of Internal Affairs
and Communications (MIC), describes efforts to
realize this kind of environment in the following
terms!":
¢ Utilization of ICT without the user’s awareness,
even though the network is present
everywhere around the user (in other words,
“ubiquitous”).

* Realization of person-to-object (P20) and
object-to-object (020) communication by
linkage of various objects.

Although the technologies for realizing this
kind of environment span a diverse range,
in particular, “use of ICT (information and
communication technology) without user’s
awareness” is realized by the field of technology
referred to as “context awareness technology.”

With this technology, a system obtains
information from numerous sensors arranged in
the home, workplace, cities, and other spaces
where people engage in everyday activities. This
is used to determine the details of the user’s
actions and the constantly-changing condition of
the environment, that is, “context.” The system
then performs the service of providing useful
information to the user at appropriate times. To
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realize this kind of system, the user’s actions
must be recorded in detail in a computer or by
third parties, and in some cases, background
information on the user is also registered in the
computer. The computer infers the user’s current
condition, intentions, and so on by comparison
with this accumulated information and creates
various kinds of convenient communications.
However, because context awareness
technologies are preconditioned on the fact that
details of the user’s actions which are intimately
related to his or her everyday life are constantly
registered in the computer, there is also a danger
that the user’s personal information may be
processed “without the user’s awareness.”

Several vendors in Japan have already begun to
propose packaging of services based on context
awareness technology. These technologies are
frequently marketing using comfortable-sounding
expressions like “mimamori” (watch over and
protect), but from the viewpoint of R&D, the
word that describes this process of continuously
obtaining information on a person’s behavior

”»

is “surveillance,” which does not include any
nuance of “protection.” When discussing the
potential of a technology, it is perhaps natural
from the standpoint of R&D to emphasize the
positive in this manner. However, in order to
realize “use of ICT without the user’s awareness,”
it is necessary to accumulate, manage, and
manipulate the information obtained by
mimamori. Thus, this technology can contribute
to information management for the purpose of
“monitoring” users. Moreover, if this information
is misused by third-parties, the damage may be
more serious than a simple leak of information.
When considering this technology, this point will
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require increased study in the future as a factor
which may be an obstacle to enjoy the potential
convenience provided by this technology.

This paper presents an outline of context
awareness technology, and describes the research
issues which will be key to the future progress
and social acceptance of the technology and the
creation of new applications. This is currently
a field of intense R&D activity, and some
technologies are already on the path to practical
application. However, the most important
challenge in this field is considered to be the
implementation of a safe, secure infrastructure
for distribution of “context,” which reflects the
behavior history of individuals. In R&D in this
area, study from diverse viewpoints will be
necessary, including system design.

It should be noted that this paper is not the
result of a comprehensive survey of research
activities. In the following, first, how the context
of behavior is treated by computers will be
explained to help the reader understand the
field under discussion. Next, typical examples
of system implementation will be presented and
research trends in this field will be introduced.
Based on this, the importance of the context
operation infrastructure will be described from
the viewpoint of creating an environment for
realizing a ubiquitous network society.

2 | Qutline of context awareness
technology
2-1 Definition of “context” and context

information processing
Dictionaries generally define “context” as

related circumstances or background and
“awareness” as knowledge, self-consciousness,
recognition, conscious, consideration, or the
like. On the other hand, for research purposes,
“context awareness technology” is frequently
defined by citing the definition proposed by
the pioneering researcher Dey et al., namely,
“Context is any information that can be used to
characterize the situation of an entity. An entity
is a person, place, or object that is considered
relevant to the interaction between a user and an
application, including the user and applications
themselves.”!®!

Figure 1 shows an example of the classification
of context. Context can be broadly classified
into “resource context,” which is related to
information resources such as image contents,
as represented by motion pictures, and the
user’s context. The user’s context can be further
divided into “user context,” which expresses the
attributes of the user’s intentions, the intention
of current behavior, and the like, and “situational
context,” which concerns the situation in which
the user is placed, weather and location, time,
and so on.

Object Content Context
Resources | Class, attributes, etc. of information resources | Resource context
Attributes, intentions, objectives, etc. of user User context
User
Environment, location, time, etc. of user Situational context
Example Home
Situational context Workplace
\ / Leisure
Out of home .
and
workplace Work

Figure 1 : Classification and examples of context



SCIENCE & TECHNOLOGY TRENDS

Resource context expresses, for example, the
classification of a movie as horror or love story,
the status of the copyright of the contents, etc.,
while examples of user context might express
whether a certain user is currently working or
not, in a meeting or not, or similar information.
Examples of situational context include the user’s
location and the weather at that location.

In the example in Figure 1, using the two items
of information showing the situational context
and the user context, the user’s situation can be
interpreted as currently being out of the house or
workplace on “leisure” and engaged in shopping
or some similar activity. Generally, context
is expressed by a “state transition diagram”
showing transitions between states with defined
limits, and software is created on this basis.
Contexts are then accumulated and processed
as successively changing data within the limits
prescribed by the software. The above is an
extremely simplified example, but if each context
is further subdivided, it would be possible to
provide a variety of services corresponding to the
diverse states which the user can take. Recent
years have seen intensive R&D on this subject. At
present, the main targets are behavior modeling,
development of context extraction methods and
state transition software, and packaging of these
functions in actual mobile devices and other
equipment, 2410

2-2 System overview
Figure 2 is a conceptual diagram showing an

overview of the configuration of a system which
provides information services based on the
user’s behavior history using context awareness
technology. The lowest level in this hierarchical
structure is “hardware operation,” meaning
control of the large number of sensors located
in the user’s home, office, and elsewhere, the
mobile device carried by the user, etc. Based
on the raw physical data obtained from this
hardware and other sources, the information
which forms the basis for the state transitions
of constantly-changing contexts is supplied to
“context information processing,” which is the
next highest level.

The next level above this is “display device/
operating device,” meaning the devices which
actually provide information services and other
functions. Conceivable display devices include
the user’s mobile device, monitors installed in
the environment, information display devices,
and others. Services and applications, which
are assumed to be the highest level, go beyond
simple information display and also envision
services accompanied by operation, for example,
of home appliances. Future possibilities include
remote operation of robots and autonomous
operation in response to context. The function

of these operating devices is termed “information

Personal information

Services/applications

Display devices
Operating devices

Interoperation

Context information
processing

Context information
distribution infrastructure

Hardware operation

=
~{  User's behavior
e history

......

o

Figure 2 : System overview
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actuation,” and is considered one key technical
trend when describing the future direction of a
ubiquitous network society.!*!

The information treated through the system
as a whole corresponds almost entirely to
“individual information.” For this reason, the
most important issue for R&D is improvement of
functions for dealing with information leaks and
unauthorized use by outside parties. This will be
discussed in the following section.

2-3 Distribution infrastructure for context

information
Cases in which third parties such as internet

service providers supply a certain service having
some type of added value using the user’s context
are conceivable. In this, as shown in Figure
2, interoperation of context information with
the external “context information distribution
infrastructure” is performed via a public network,
local area network, or other communications
network. What kind of social infrastructure will
be necessary in order to provide various services
for the user utilizing context information?
Because this field is still in the research stage, it
is not possible to draw up a definitive blueprint.
Generally speaking, however, it is considered
possible to realize a model of a technical
infrastructure which enables distribution of
context information by dividing the system into
three functional levels, as shown in Figure 3,
“Conceptual diagram of a context information
distribution infrastructure.”®!”!

First, at the “user interface technology”
level, applications of some type are provided

to the user. To configure these applications, it
is necessary to combine the different contexts
shown in Fig. 1, that is, resource context,
user context, situational context, etc. This
combination is called a “view.” Views specialized
to designated users are configured in each
application, and are used to call the designated
functions.

Next, at the level which provides “middleware
technology,” functions for creating various kinds
of contexts, functions for storing those contexts
and retrieving them when necessary, and others
are provided. To materialize this functional level
as social infrastructure, common international
standards for methods of configuring contexts
will be necessary. International standards have
still not been clearly specified for this area. At
present, however, it is considered possible that
the technical infrastructures called “Web Service”
and “Semantic Web” will play the main role in
the provision of services using context awareness
technologies.?"!

As technologies which provide functions for
interoperation of information resources, technical
systems are already available in the form of the
above-mentioned “Web service” and “Semantic
web.”

Web Service is a technical framework for
linkage and interoperation, in which software
applications which have been constructed in
accordance with certain rules are made available
on a network. Browsing of application functions
is described in a markup language called
XML (eXtensible Markup Language), enabling
automatic processing by computers.

User interface technology

Composition of views for each application

Middleware technology

Network technology

Creation of context

Context distribution

Context information distribution infrastructure

Storage/retrieval

Data distribution

Figure 3 : Conceptual diagram of context information distribution infrastructure
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Semantic Web, on the other hand, is a
framework for efficient information processing
which treats the entire web as a giant database.
The contents and processing methods for
individual databases are described as “metadata,”
and this is used in interoperation of DB.

Finally, the “network technology” level
provides a function which distributes the “data”
and “contexts” obtained from the sensor network,
etc. as physical signals. In this, an existing
communications infrastructure such as the
internet is used.

Maturity of the context distribution
infrastructure shown in Figure 3 will enable
interoperation of contexts between the database
which stores user context, and the services
required by users and databases of various types
of resource context, which are the elements of
applications. Improvement of this infrastructure
also has the potential for the development of
new services and applications. Accordingly,
improvement of the context distribution
infrastructure is also considered extremely
important for a ubiquitous network society.

However, in implementing this type of
information distribution infrastructure, failsafe
handling of personal information must be a
key consideration. At present, the international
standardization organization for internet-
related technologies, W3C (World Wide Web
Consortium), is studying a standard called
P3P (Platform for Privacy Preferences) as a
standard for handling personal information on
networks. At present, this is the main standard
internationally. This standard describes policy
related to privacy in XML, and is available on
networks in a form which can be processed by
computers. In systems which follow the P3P
standard, this policy is interpreted automatically,
and restrictions are placed on the extent of use of
personal information.™!

In recent years, the recommendations of
W3C alone have been considered inadequate,
and further development of this has been
proposed.”!''1 As one aspect of R&D on
information security, there is pressure for a
solution to the problem of newly-registered
threats, which sometimes appear to be a endless
game of “whack-a-mole.” A large number of

research and development problems in this
connection must be solved in the future.

2-4  Possibility of creating new services
Next, let us consider the possibility of

developing the existing context awareness
technology to new services. In cell phones,
services using user context have already begun.
For example, the author’s cell phone screen has
a permanent cartoon character personifying
an animal and displays messages based on local
topics during trips. It also gives comments,
depending on the number of times used and
the timing of use. At present, these are only
trivial functions intended to create a feeling
of psychological bonding with the cartoon
character, and have no functions that make more
detailed use of context than this. Nevertheless,
this example highlights the fact that continuous
operation of software on a cell phone and
monitoring of the user’s position and use
information is quite easy. Technically speaking,
it would be a simple matter to use this kind
of information in more advanced information
processing for marketing and others.

The potential conveniences which can be
realized by using context can be outlined as
follows. First, from the user’s viewpoint, the
following support functions are possible: (1)
“Memory-related support,” for example, in jogging
the user’s memory and urging attention, (2)
“Judgment support,” by providing information
to support the user’s judgments when faced
with a choice of actions, and (3) “Support for
action,” by providing information for assistance
or cooperation in the user’s current action when
the user is actually involved in some action. On
the other hand, from the viewpoint of services,
context awareness systems have potential for
the following services: (1) Services responding
to changes in location accompanying the user’s
movements, (2) Services involving acquisition
of the user’s behavior history and supply
of corresponding information, (3) Services
responding to changes in the environment, such
as weather and temperature, and (4) Services
involving autonomous calling of other services
based on the context state.1:14
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3 | Examples of research on
context awareness technologies

As examples of research on context awareness
technologies, the author visited and conducted a
survey at the Media Lab at Massachusetts Institute
of Technology (MIT) in the United States,
which is conducting advanced research. The
following describes research being carried out as
integrated research combining architecture and
computer science under the name “Home of the
Future.”[910.16]

(1) Example of research on office environments

In the future, our mobile devices may be used
to send an increasingly large number of messages
to users. In addition to voice mail and email
sent by persons, messages also include those
generated automatically by computers and other
sources. These messages pressure the user to
make a rely or some other response, increasing
the load on the user. Therefore, research applying
context awareness technologies is being carried
out in connection with messages which arrive
frequently at mobile devices with the aim of
alleviating the psychological load on the users
who must process these messages."!

For example, when a user is studying
the content of work with colleagues in the
workplace, he or she would not want that
conversation to be interrupted by a telephone call
from a friend about leisure plans for the weekend.
However, if a message with the same content
can be displayed on a terminal at an appropriate
break in work, the same person would feel no
reluctance to reply. This research is attempting to
provide a function which will analyze the context
of the user’s activities during work and adjust the
timing at which messages are displayed.

(2) Example from the living environment

The next example is part of a long-term
research project which integrates architecture
and computer science in a similar way. Assuming
a living environment with an extensive sensor
system, the work focuses on the development of a
mobile device for use in that environment.

Figure 4 : Terminal for operation of home appliances and
scene of use (see also color illustration on cover)

Source: MIT Media Lab. Home_n: house of the future

The aim of this research is to support healthier
everyday life of users by applying context
awareness technology to a terminal (mobile
device) in order to control home appliances such
as televisions and the like. The terminal includes
multiple functions on a single operating screen
by adding an email display function and others
to an operating screen for television channels,
stereo equipment for enjoying music, and similar
devices. Figure 4 shows a terminal and a scene in
which the terminal is being used in the kitchen.

Particularly in the United States, physical
exercise is recommended as an alternative
to television viewing because increased time
viewing television is thought to contribute to
obesity and adult diseases. On the other hand,
from the viewpoint of personal freedom of action,
a certain amount of time for entertainment is
also necessary in everyday life. This terminal is
intended to promote natural calorie consumption
by encouraging actions other than television
watching by an unobtrusive method which users
find acceptable. Examples of calorie-consuming
activities which are possible with this system
include exercising with music and cooking,
cleaning, or other housework.

In this environment, as shown in Figure 5,
diverse kinds of sensors are installed in the
indoor living area, for example, on furniture
doors, and actions such as “opened cabinet door”
are recorded successively. However, because this
record of actions is only a simple enumeration
of data, processing at the next highest level
is necessary. One research target is to create
meaningful user context from this accumulation
of data. In addition to this example, active
research of this type is being carried out in Japan
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Figure 5 : Examples of sensors installed throughout the home

Source: MIT Media Lab. Home_n: house of the future

and other countries.

In the examples of research and development
at MIT, the potential for significant changes in
conventional lifestyle patterns supported by new
technologies has attracted considerable attention.
One motive for R&D is a new way of thinking
that anticipates the following changes in attitudes
toward health management. This is being
reflected in system design concepts.

(1) From treatment to prevention: Change in

the purpose of medicine.

(2) From patient to healthy (asymptomatic)
person: Response to elderly persons and
presymptomatic persons, €tc.

(3) From hospital to home: Change in the
location of health care.

(4) From periodic examination to real time:
Change in the method of obtaining
information on diseases.

In other words, these various changes
represent a shift in focus from treatment of
disease after it has occurred to constant efforts
in everyday life to prevent disease. This is
considered effective, particularly with adult
diseases. To express the response to these
changes, the MIT project has proposed the
concept “proactive.” As the word suggests, this
is a way of thinking that anticipates conditions.
This is also a keyword that accurately expresses
the image of the new living environment made
possible by context awareness technology. Where
medicine is concerned, the need for this kind
of change has been pointed out for some time,
and actual technological support will become
possible with the progress in information
processing technology, as represented by context
awareness technology.

32

4 | Issues for context awareness
technology

Ubiquitous network-related technologies span
a diverse range. However, the context awareness
technology described up to this point is the basic
technology for ubiquitous networks. Accordingly,
the issues in this technical field correspond
directly to numerous topics in research related
to ubiquitous networks. Among the issues
for R&D on context awareness technology,
the following discussion focuses on the two
viewpoints of “protection of privacy” and “design
of applications,” which are the most important of
these issues.

4-1  Protection of personal information

(privacy)

Because context awareness technologies
handle detailed information on personal
behavior, measures to prevent leaks are an
essential consideration. Users may willingly
provide some personal information to the
system if this will make it possible to realize
a better living environment for themselves.
Because the purpose of this technology is to
create a better environment, the major premise
is that monitoring of personal behavior and the
environment will basically be performed with
benevolent intentions. Needless to say, however,
a system which is based on this premise will be
extremely vulnerable to unauthorized intrusions
for malevolent purposes. For this reason,
innovation aimed at minimizing leaks of personal
information is necessary.

Naturally, study from this viewpoint has already
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begun. For example, at minimum, reliability
at the physical level is demanded in sensors
and mobile terminal devices. Under conditions
in which an information network is used in
the home or an organization, it is necessary to
prevent eavesdropping or other theft of personal
information by third parties using wireless
or electromagnetic environment detection
technologies. Thus, research on encryption of
transmitted information is important.

Measures are also necessary at higher
functional levels of the system configuration.
Devices which monitor the user’s actions
may collect more information than necessary.
Therefore, the system must be designed to
achieve its purposes with the minimum possible
information. For example, processing of
context information should be performed only
by authorized devices, with sensor functions
and hardware placed in a “disabled” condition.
Theft of information from sensors and other
devices can be prevented by this measure. As
another example, in video cameras with an
advanced image recognition function, a measure
limiting output to primary image information
before context analysis is now being studied.
To minimize risk, the capacity to recognize
objects and persons would be authorized only in
other hardware under strict control, and storage
of information related to the identification of
persons and the content of their actions would be
limited to only certain locations. %

4-2  Design of applications

Even though applications and services are
discussed in research projects on context
awareness, these may end in idle speculation.
To avoid this, in many cases, applications are
being studied predicated on implementation
of an actual sensor network. When discussing
technologies in this field, the following problems
are considered possible.

First, there are issues related to the utility
of applications. The actual demand for the
applications now under study in various research
projects is open to question. In particular, if the
method of configuring the sensor network is
considered to be the central issue for research,
the ideal form of applications will be no more

than an auxiliary element. This tendency can also
hinder general recognition of the importance of
the technical field. The feeling that it is necessary
to use comfortable words like “watch over and
protect” in connection with context awareness
may be a psychological response to the low
social acceptance of this field of technology.
Because the psychological threshold for context
awareness technology generally rises and its
social acceptance decreases as the services and
applications which this technology envisions
become more intimately involved in everyday life,
a system design concept which goes beyond this
is necessary in the design of applications.

The concept expressed by the word “proactive”
in the example from MIT corresponds to this.
The creation of this concept or design concept
is, in actuality, equally or more important than
the development of element technologies related
to network technology. Describing this kind of
new vision of the living environment of the future
is not necessarily easy, but it is nevertheless
extremely important for the management of
research and development in this field, in which
the creation of applications is required.

A second issue concerns standardization of the
technology. In the future, it is likely that highly
effective services will be created by repeating
various repeated trial-and-error efforts after
implementation of the infrastructure for context
distribution. By analogy with the evolution of
today’s internet, this kind of practical trial-and-
error experimentation occurs in response to
financial incentives after common technical
specifications have been materialized up to some
level. One example of this is competition among
venture companies providing services.

The long-term strategic policy “Innovation 25”
adopted by the Japanese Cabinet in June 2007
mentions research topics which require “strategic
promotion of research and development” by
field. One of these topics in the Information
and Telecommunications Field is “Construction
of the world’s most advanced safe/secure ICT
infrastructure.” As objectives which contributed
to the drafting of this policy, the report!'”! of a
study carried out in FY2006 by NISTEP pointed
out the importance of creating four types of
“infrastructure” related to ubiquitous networks as
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social infrastructure which must be constructed
in order to realize a “mature ubiquitous society.”
Although the details of this infrastructure
will be omitted here, the research area for
context awareness technology corresponds to
“middleware technology,” as discussed in section
2-3 of this paper.

In order to encourage implementation of
infrastructure, management of R&D projects
preconditioned on the establishment of a
common infrastructure is necessary. It would
be wasteful for every project to attempt to
cover all the levels of network technology,
middleware, and applications shown in Figure 3.
For this reason, early establishment of common
specifications on which most researchers can
agree is necessary for the lower two levels, that is,
“network technology” and “middleware.” Beyond
this, it is necessary to create the conditions for
selecting and discarding diverse applications
through a trial-and-error process which leaves
only desirable applications, and thereby refining
the content of services.

5 | Conclusion

In promoting context awareness technology,
it is necessary simultaneously to use and protect
the personal information referred to as “context.”
This is an extremely challenging issue for
research, both from the technical viewpoint and
from the viewpoint of system design.

Moreover, even assuming that an adequate
environment for handling personal information
can be created, good services will not necessarily
exist from the initial stage. There are also cases
in which such services are newly devised for the
first time in the process of popularization and
actual use of the technology. In other words,
this is a type of chicken-and-egg paradox, in that
evolution of the technology and maturation of the
social system must progress together.

For this reason, while carrying out research and
development on individual element technologies,
a vision of the kind of society which we wish to
create, and a system design concept based on that
vision, are also necessary. In an example from
work at MIT, concepts for the living environment
surrounding medical care in the future were

presented based on the design concept
“proactive.” This is an example of the kind of
design concept proposed here. In research and
development in this field, discussion aimed at
creating this kind of new vision is essential.
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